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Scenario:
Purpose of the Plan
Crisis Communication Team

Risk Assessment

Manage communication during a cyber attack.

Crisis communication leader for this scenario is Bill and the IT team
cyber attack, data breech, IT security personnel

Hierarchy for decision making & communication: Bill and tech team
staff, patients, patient notes and hospital information

Secure messaging platofrm, emergency broadcasting to hospital staff, staff

meetings, technology staff to intervene

Every 3 months. Administrative staff to do courses every year to upkeep their
knowledge on phishing and other hacker issues.

Bill XXX-XXX-XXX, Hannah: XXX-XXX-XXX

Every 3 months & annually

Manage communication during a violent situation. This helps to ensure safety and
clear directives for staff, patients and vistors

Crisis Communication leader for this scenario is Gary: XXX-XXX-XXX

Active threats, violence within the hospital, high impact for safety and potential for
casualties

clear hierarchy for decision making & communication: Gary

Staff, patients, vistors, families, law enforcement

calls, emergency broadcast system, direct communication

Regular training every 30 days to ensure everyone is up to date
Trish: XXX-XXX-XXX Connor: XXX-XXX-XXX Lucile: XXX-XXX-XXX

Every 1 month

To idenity communications between departments in the event of a infectious
disease outbreak.

Crisis communication leader for this scenario is Nancy: XXX-XXX-XX

Novel virus outbreak, potential community spread, high impact on public health
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Rapid decision making to ensure slow of spread throughout the practice
Patients, Staff, ICU nurses, community

Phone numbers, email, local health authority

Regular annual training modules and upkeep of numbers and emails
Jude: XXX-XXX-XXX Kate: XXX-XXX-XXX

Annually
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